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Abstract
The business cost of dealing with cybercrime is rising every year, reaching an average of $9.5 million in 2016.1
Losses cannot be eliminated completely, but the negative business effects can be reduced. Businesses need
to assess their vulnerabilities, mitigate their risks, make and test business recovery plans, and bring in external
assistance as needed to fill in knowledge gaps.

Introduction
The tremendous expansion of the internet has brought great opportunities to businesses that want to grow. New
concepts such as ride sharing have appeared thanks to the always-on, connected-everywhere nature of the
web. Unfortunately, this growth has produced new avenues for crime as well. Poor information security has now
become as big a risk for businesses as losing market share to a competitor.2 Protecting corporate information is
a high priority for most businesses, but the connected-everywhere reality of the web is also a major complication
for security. With increases in the number and types of network-connected devices comes an increase in
potentially vulnerable targets.
It’s a significant problem, and one that many businesses are struggling with. They are frequently underprepared,
and in some cases, failing to safeguard important vulnerabilities. Creating and implementing a comprehensive
plan can be especially tricky for companies who lack the budget or in-house IT specialists to focus on this topic.
Businesses need to assess their vulnerabilities, mitigate their risks, make and test business recovery plans, and
bring in external assistance as needed to fill in knowledge gaps.

Background
Cybercrime is an expensive fact of life for businesses. Medium to large companies surveyed in a 2016
study spent an average of $9.5 million annually on cybersecurity.3 The direct costs for smaller companies is
correspondingly lower, but still severe: one estimate puts the average cost at $1.8 million.4 With numbers like
these, businesses are taking notice. Awareness of information security as a crucial function of business is high,
yet successful follow-through on good information security planning does not always happen.

Planning to fail?
Despite knowing the importance of planning for and implementing a comprehensive information security plan,
many companies are underprepared for a cyberattack. According to a 2016 report, 25% of businesses surveyed
were certain they would suffer a data breach in the future, but 75% did not believe all their data was completely
secure.5 Similarly, 62% of small to medium businesses rated their security posture effectiveness a four or lower
on a scale of one to ten.6
A firewall and some antivirus software on company laptops are valuable components of an information security
plan, but businesses need to do more and may not know how.
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Vulnerabilities are multiplying
Businesses are not intentionally skimping on information security planning; complicated problems generally
require complicated solutions and cyber security is no different. In many cases, businesses may have
unidentified vulnerabilities. For example, most business printers today are effectively additional nodes in the
corporate computer network, running their own operating system and featuring local memory storage for
potentially sensitive data to be printed. Like laptops and other network endpoints, these devices are vulnerable
to attack. Indeed, 60% of those surveyed in a 2015 study acknowledged that a data breach involving a networkconnected printer had probably already occurred. However, that same study found that only 44% of the
companies surveyed had included network-connected printers in their organization’s security policy.7

Resources are limited
The lack of specialized expertise is another major factor influencing a company’s information protection success.
Many businesses do not have enough in-house IT staff to support security specialists. In fact, an insufficient
budget and not enough security personnel are the two most significant information security challenges facing
small and medium sized businesses.8

Solution
Creating an effective information security plan and successfully
implementing it can seem overwhelming, but breaking it up into
four key approaches will keep it manageable:
• Assess current risks and vulnerabilities
• Design and implement the plan
• Create a backup plan for when things go wrong
• Bring in specialists as needed

Assess
The first step is to inventory the information assets a company has, how they are used, how they are currently
protected, and what the company’s biggest risks are. By analyzing the data collected, the company can identify
needed changes and begin to prioritize how to enact them.
For very small companies, it may be sufficient to refer to an industry-standard planning guide such as the
Federal Communications Commission’s (FCC) “Cyber Security Planning Guide.” For any organization with more
than a handful of networked devices, however, the FCC recommends that information security specialists be
involved.9 Organizations without specialists on staff can benefit greatly from working with a security vendor that
can supply both the staff and the specialized security knowledge on an as-needed basis.
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Implement
Following the completion of the information inventory and security assessment, the business must make
decisions about information protection priorities. Certain pieces of corporate data will need to be more closely
guarded than others. Making choices about priorities and data classifications enables the creation of data
access control plans following the “need to know” concept, a key information security principle. Using the
priorities determined through the assessment process, the next phase involves implementation and
configuration of specific information safeguard methods.
When implementing an information security plan, the three security technologies businesses consider the most
important are:10
• anti-malware programs to limit the occurrence and spread of malicious code
• firewalls to prevent unauthorized network traffic
• strong password protection and management, including multiple factor authentication and biometrics
The remainder of the list includes technologies such as data encryption, network monitoring, and network
management tools.
There are many options available to implement these security technologies. Products that have been designed
from the ground up with cyber security in mind can combine many valuable features in one package. For
example, the HP Elite family of PCs provide innovative security features built in to the system:
• HP Sure Start BIOS: a system check that occurs automatically on startup to identify and eliminate 		
			 unexpected changes, preventing the impact and spread of malware
• Hard Drive Encryption: 256-bit key full disk encryption to ensure that corporate data remains
			 inaccessible to attackers
• Multi-factor and biometric authentication: Going beyond the password to incorporate smart card,
			 fingerprint or iris scanners, and even facial recognition to verify that the person accessing the device
			 is authorized to do so
Working with an industry leader in corporate security has the added benefit of comprehensive coverage. As a
provider of corporate printing solutions, HP builds security into its enterprise printers, too.
• HP Sure Start BIOS: Works behind the scenes when devices power on to safeguard your
			 printing and imaging device from attack
• Whitelisting: Ensures that only authentic, known HP code that has not been tampered with
			 is loaded into memory with the HP FutureSmart firmware
• Run-time Intrusion Detection: Protects devices while they are operational and
			 connected to the network—right when most attacks occur
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Recover
Making plans for when things go wrong is the final piece of a comprehensive information security program.
Implementing protections will reduce the number and severity of data breaches and other information losses;
however, there is no guaranteed method to prevent all possible negative outcomes.
Assume there will be some protection failures, errors, or natural disasters, and make sure that critical business
systems can continue to function and return to normal as quickly as possible.
Any company can have a bad day; having a plan to handle it and ensuring the plan has been correctly
implemented is the difference between a bad day and a catastrophic impact to the business. In late January,
2017 the software repository and web hosting service GitLab suffered a database incident that caused hours
of production data to be lost. The original incident was triggered by spammers creating an effective Denial of
Service attack, compounded by an unfortunate error by a GitLab employee responding to the incident. There were
multiple backup systems that ought to have handled the error seamlessly. In this instance, however, none of them
functioned as expected: “…out of five backup/replication techniques deployed none are working reliably or set
up in the first place…” 11 The plans looked great on paper, but failure to verify the implementation of the plan left
GitLab in a very uncomfortable space.

Work with specialists
As the GitLab incident illustrated, there are many moving pieces to a quality information security program, and
overlooking the details of any one of them can lead to significant data losses. With many companies already
concerned about who will handle cyber security, it makes sense to bring in specialists. Whether engaging outside
assistance for a specific phase of program development or hiring information security management as an ongoing
service, the importance of cyber security merits the attention of personnel who are focused on that task.

Conclusion
Information loss due to cybercrime is growing rapidly and has become one of a businesses’ top concerns. There is
no single solution to preventing cybercrime-related losses, but businesses can defend themselves most effectively
by carefully assessing their risks, implementing a plan to mitigate the identified risks, and planning for business
recovery in the event a data breach does occur.
Bringing in outside help can be a highly effective way to approach the issue, and Neoscope IT is uniquely suited
for that role.
As an IT services provider, Neoscope provides certified, senior-level IT professionals who are experts in their fields.
Their approach creates tailored solutions based on industry best practices to help clients achieve their business
goals. Neoscope knows every company has different needs in the security area. They can serve as a short-term
addition to the team or fully support IT and security needs.

Contact Neoscope at 603-505-4902 for more information.
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